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Nmap

User Rene@Karkkainen.net has completed 100% of section Nmap.

100 %

Description:
Nmap is one of the most well-known tools that you can use to perform versatile network scans. Every
information security professional should know how to use this tool.

Completed modules:

What is Nmap?
Nmap installation on your own
workstation (optional)

Defining the destination Detection of hosts



Host discovery techniques Introduction to port scanning

Saving the output and determining the
resolution of the output

Configuring ports

Choices related to timing IPv6 scanning

TCP SYN scan TCP connect scan

UDP scan TCP FIN, NULL and Xmas scan

TCP ACK scan IP Protocol scan

Identification of services (-sV) An introduction to Nmap scripts


